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Preface

Introduction

This document describes how to configure central web authentication (CWA) with wired clients connected to a Ruckus ICX switch
with the help of the Cisco Identity Services Engine (ISE). The details of a Cisco ISE configuration and the Ruckus ICX switch
configuration are shown. Central web authentication offers the possibility of a central device that acts as a web portal (in this
case, Cisco ISE). Globally, if the MAC address of the client station is not known by the RADIUS server, the switch authorizes the
station (by way of MAC authentication) and then redirects the HTTP traffic to the web portal. Once a user logs in to the guest
portal, it is possible by way of Change of Authorization (CoA) to bounce the switch port so that a new Layer 2 MAC authentication
occurs. Cisco ISE remembers the user is a web authentication user and applies Layer 2 attributes (such as dynamic VLAN
assignment) to the user. The IP address of the client PC is refreshed as well.

This guide offers only the instructions to configure external web authentication using Cisco ISE. For other Ruckus-supported
flexible authentication use cases, refer to other Ruckus flexible authentication deployment guides.

Purpose of This Document

The purpose of this deployment guide is to provide an understanding of the Cisco ISE CWA flow and the steps required to
configure and deploy it with a Ruckus ICX switch for web guest authentication. This guide describes the following:

*  Cisco ISE configuration for CWA
*  Ruckus ICX switch configuration
*  Sample Ruckus Network Access Device (NAD) profile
The information in this document is based on the following software and hardware versions:
» (Cisco Identity Services Engine (ISE), Release 2.1.0
*  Ruckus ICX switch running Fastlron 08.0.70

Audience

This document can be used by technical marketing engineers, system engineers, technical assistance center engineers, and
customers to deploy a Ruckus ICX switch with Cisco ISE.

Related Documents

*  Ruckus Fastlron Security Configuration Guide, 08.0.70

http://docs.ruckuswireless.com/fastiron/08.0.70/fastiron-08070-securityguide/GUID-15DD872A-E999-4D90-9CB4-
C89733A0493B-homepage.html

Document History

Date Part Number Description
October 19, 2017 53-1005286-01 Initial release.
May 20, 2019 53-1005286-02 Updated the document with ICX 08.0.70 and with ISE policy configuration change. The

updated ISE policy change has been tested with both ISE 2.1 and 2.4.

Ruckus ICX with Cisco ISE CWA Deployment Guide
4 Part Number: 53-1005286-02
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Switch Configuration

Overview

Switch Configuration

The Ruckus ICX switch must be configured with MAC authentication, external web authentication, RADIUS, and CoA in order for
CWA to work.

1. Configure RADIUS on the ICX switch.

aaa authentication dotlx default radius

aaa authorization coa enable

aaa accounting mac-auth default start-stop radius

radius-client coa host <CiscoISE_ip> key <shared secret>

radius-server host <CiscoISE_ip> auth-port 1645 acct-port 1646 default key <shared secret> mac-auth

2. Configure global MAC authentication on the ICX switch.

authentication

auth-default-vlan <temporary_auth vlan>
mac-authentication enable
mac-authentication enable ethe 1/1/47

3. Configure external web authentication on the ICX switch.

captive-portal brocade
virtual-ip <CiscoISE_domain name>
virtual-port 8443
login-page <CiscoISE_guest portal>

vlan <temporary guest vlan> name <temporary guest vlan name> by port
webauth

captive-portal profile brocade

auth-mode captive-portal

trust-port ethernet 1/1/1 <-- uplink port

enable

web-management https

Ruckus ICX with Cisco ISE CWA Deployment Guide
Part Number: 53-1005286-02 5



ISE Configuration

ISE Configuration

Cisco ISE configuration consists of creating an authorization profile, creating an authentication rule, and creating an
authorization rule with two policies.

1. Create an authorization profile. Cisco ISE generates a link to access its web portal. The web link must be copied to the
login page portion of the captive portal profile on the switch.

FIGURE 1 Cisco ISE Authorization Profile

wilanfrs

asco  ldentity Services Engine Home  » ContextVisibiity — » Operations + Administration  » Work Cent

Authentication  Authorization Profiing  Posture  Client Provisioning = - Policy Elements

Dictionaries  » Conditions = Hesults

o
Authorization Profies » MAB_WIRED_PROFILE
v Authentication . .
Authorization Profile
~ Autharization *Name | MAB_WIRED_PROFILE |
Authorization Profiles Description |
Downloadable ACLs * Access Type | ACCESS_ACCEPT - |
L Network Device Profile ||+ MyBrocade | =
+ Posture

v Client Provisioning
» Common Tasks

Web Redirection (CW.A, MDM, NSP, CPP)

Centralized Web Auth - Walue | Sponzored Guest Portal (defal = |

The network device profile selected above reguires the following redirect URL to be configure

@; portal/g?p=Rjd IDWKML‘H’I@

Ruckus ICX with Cisco ISE CWA Deployment Guide
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ISE Configuration

2. Create an authentication rule to allow the flow with an unknown MAC address to continue rather than being dropped.

FIGURE 2 Cisco ISE Authentication Policy

¢ Admnistrafon  + Work Cenlers

Authesbeabon  Auhorzaton  Profing  Posture  Clesl Provisionng  » Policy Elements

Authentication Policy

Define the Authenbication Policy by seiecting the protocals that ISE should use fo communicate with e network devices, and e identty sources Sat £ should use for authesBication
Far Peicy Export go to Adminisiration > Sysbem » Backup & Reslore » Pobcy Expart Page

PoicyType () Smple ) Rule-Baged

;‘|ms | vired 8 | Alow Prooces e 0 Dune

B | Defut Use | éernalEndooils Actions »
dentty Source temal Endponts 0

Options
Ifashentcaton faefigect

IFusernotfoundiContine ~ +
TFprocess {aiqurm Y

DetiX § Vi Note:For auhentications using PERP LEAP, EAP-FAST, EXP-TLS o RADILS MSCHAP -
| itismotprssbie to continue processing when authentcation fals or user ismat found,
8 oo US| 1 contue apton s selected 1 fhese cases, requests il be reected,

Ruckus ICX with Cisco ISE CWA Deployment Guide
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ISE Configuration

3. Create an authorization rule with two policies. One policy is applied before web authentication so the user is moved to
the temporary guest VLAN to perform web authentication. The other policy is applied after web authentication succeeds
so the guest user is moved to the final guest VLAN.

FIGURE 3 Cisco ISE Authorization Rule with Two Policies

csco ldentity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Authentication | Authorization Profiling  Posture Client Provisioning » Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups andior other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration = System = Backup & Restore = Policy Export Page

| First Matched Rule Applies -

» Exceptions (0)

Standard
Status Rule Mame Conditions (identity groups and other conditions) Permissions
Registered Guest i GuestEndpoints then  2nd_Auth
MAB_WIRED f Wired_MAB then MAB_WIRED_PROFILE

FIGURE 4 Cisco ISE Policy Before Web Authentication

Authorization Profiles > MAB_WIRED _PROFILE
Authorization Profile

“Name | MAB_WIRED_PROFILE |

Description | Profile to be applied before user is recognized as a guest

*Access Type |ACCESS_ACCEPT v

Metwork Device Profile MyBrocade » &

» Common Tasks

ACL (FilterdD)

¥ wvian TagiD 1 | EdtTag |IDMame| 1000

Ruckus ICX with Cisco ISE CWA Deployment Guide
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FIGURE 5 Cisco ISE Policy After Web Authentication

Authorization Profiles = 2nd_Auth
Authorization Profile

*Name | 2nd_Auth |

Sample CWA Flow

Description | Profile to be applied after user is authenticated as a guest

" Access Type |ACCESS ACCEPT « |

Network Device Profle |- MyBrocade + &

+ Common Tasks
ACL (Filter4D)

¥ vian Tag D 1 | Edt Tag |ID;Hame| 103

Sample CWA Flow

This section describes a sample CWA flow. First the client PC connects and performs MAC authentication. Because its MAC
address is not known, Cisco ISE pushes the redirection attributes back to the switch. The user then opens a reachable website

Ruckus ICX with Cisco ISE CWA Deployment Guide
Part Number: 53-1005286-02



Sample CWA Flow

and will be redirected to the Cisco ISE guest portal. After successful user login, the switch port connected to the client PC will be
bounced and the user will be successfully authenticated.

1. The PC connects to the Ruckus ICX switch port.

Once the link is connected, the PC will be authenticated by MAC authentication and the PC session will be placed in the
correct VLAN. The CLI output for the Ruckus ICX switch shows the device MAC address, VLAN assignment, and state.

FIGURE 6 Output of Cisco ISE Authentication Process: Overview

Event

Username

Endpoint Id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

5200 Authentication succeeded
5C:F3:FC:4D:CC:02
5C:F3:FC:4D:CC:02 &
Windows7-Workstation

Default >> MAB >> Default
Default >> MAB_WIRED

MAB_WIRED_PROFILE

Ruckus ICX with Cisco ISE CWA Deployment Guide
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FIGURE 7 Output of Cisco ISE Authentication Process: Details

Sample CWA Flow

i

Authentication Details

Source Timestamp

Received Timestamp

Policy Server

Event

Username

User Type

Endpoint Id

Calling Station Id

Endpoint Profile
Authentication Identity Store

Identity Group

Authentication Method
Authentication Protocol
Service Type

Network Device

Device Type

Location

NAS IPv4 Address

NAS Port Id

NAS Port Type
Authorization Profile

Response Time

2019-05-21 11:02:09.17
2019-05-21 11:02:09.171
CISCO-ISE

5200 Authentication succeeded
5C:F3:FC:4D:CC:02

Host

5C:F3:FC:4D:CC:02
5C-F3-FC-4D-CC-02
Windows7-Workstation

Internal Endpoints

Workstation

mab

Lookup

Call Check

7250-U26

All Device Types

All Locations
10.176.178.41

11147

Ethemnet
MAB_WIRED_PROFILE

17
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Sample CWA Flow

FIGURE 8 Output of Cisco ISE Authentication Process: Result

Result

UserName SCF3FC4D.CC02

User-Name S5C-F3-FC-40-CC-02

State ReauthSession:0a1Sf030PT M pQ7ThiZXC/7digdUdg A beow Mayy VY TMwSU bl nhFA

Class CACS:0a15f030IPT A pQThiZHCITdjgdUdgA FbxwMayyVTMwilbnhFA: CISCO-
ISE/2TE034605/368471

Tunnel-Type (tag=1) WVLAN

Tunnel-Medium-Type (tag=1) 802

Tunnel-Private-Group-1D (tag=1) 1000
urkredirect=https //CISCO-ISE. englab. brocade. com: 844 3/portal

. . Igateway?sessionld=0a15f030IPTYpQThEXC

cigco-av-pair )
ITdigdUdgATbxw AW FMwilblnhFA&portal=194a57 80-5ede-11e4-
bS05-005056bf2 fladaction=cwastoken=85daccieaadiddeb44ciZ 1 f415b80dcd

LicenseTypes Base license consumed

2. The PCreceives a valid IP address.

Ethernet adapter Local Area Connection 3:

Connection-specific DNS Suffix . : englab.brocade.com
Link-local IPv6 Address . . . . . : feB80::212e:8966:85aa:0350%13
IPv4 Address. . . . . . . . . . . :10.176.178.42

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 10.176.178.1

Ruckus ICX with Cisco ISE CWA Deployment Guide
12 Part Number: 53-1005286-02



Sample CWA Flow

3. The PCuser opens a web browser and is redirected to the Cisco ISE web guest portal.

FIGURE 9 Cisco ISE Web Guest Portal Sign-On

5 =|E]| 3£
& Sign On X +

&« (] B https://cisco-isewwievideo54.local:8443/portal/PortalSetup.action?portal=194a5780-5ed4e-1124-b905-... O ¢
p p P p

Sponsored Guest Por
Sign On
Welcome to the Guest Portal. Sign on with the username and password provided to you.
Username:
guest user
Password:
[T TY [}

FIGURE 10 Cisco ISE Output: Overview

Overview
Event 5231 Guest Authentication Passed
Username guest.user
Endpoint Id 5C:F3:FC:4D:cC:02 B

Endpoint Profile

Authorization Result

Ruckus ICX with Cisco ISE CWA Deployment Guide
Part Number: 53-1005286-02 13



Sample CWA Flow

FIGURE 11 Cisco ISE Output: Authentication Details

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Username

User Type

Endpoint Id

Calling Station Id

IPv4 Address
Authentication Identity Store
Identity Group

Audit Session Id
Authentication Method
Authentication Protocol

NAS IPv4 Address

2019-05-21 11:40:24 939
2019-05-21 11:40:24 94
CISCOHSE

5231 Guest Authentication Passed
guest.user

NOMN_GUEST

5C:F3:FC:4D-CC:02
5C-F3-FCAD-CC-02

10.176.178.42

Internal Users
GuestType_Contractor (default)
0ab0a630VC41pBGyTPEBrXQ05axHT13s_sMG40eUMAIOLoNIM
webauth

PAP_ASCI

10.176.178.41

FIGURE 12 Cisco ISE Output: Session Events

Session Events

2019-05-21 11:40:24.94

Guest Authentication Passed

Ruckus ICX with Cisco ISE CWA Deployment Guide
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4. After web authentication, the switch port is disabled and then re-enabled.

The following syslog message is received on the switch:

May 21 19:28:41:I:MAC-AUTH: CoA disabled and enabled

(flip)

the Port 1/1/47

FIGURE 13 Cisco ISE Output: Overview

Sample CWA Flow

Overview

Event
Username
Endpoint Id
Endpoint Profile

Authorization Result

5205 Dynamic Authorization succeeded

5C:F3:FC4D:CC:02 &

FIGURE 14 Cisco ISE Output: Authentication Details

i

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Endpoint Id

Calling Station Id
Network Device
Device Type
Location

NAS IPv4 Address

Response Time

Ruckus ICX with Cisco ISE CWA Deployment Guide
Part Number: 53-1005286-02

2019-05-21 11:40:32.827

2019-05-21 11:40:32.828

CISCO-ISE

5205 Dynamic Authorization succeeded

5C:F3:FC:4D:CC:02

5C-F3-FC-4D-CC-02

7250-U26

All Device Types

All Locations

10.176.178.41

72




Sample CWA Flow

FIGURE 15 Cisco ISE Output: Other Attributes

-

Other Attributes

ConfigVersionid
NetworkDeviceProfileName
Device CoA type

Device CoA port
NetworkDeviceProfileld
IsThirdPartyDeviceFlow
Foundry-COA-Command-List
AcsSessionlD

Network Device Profile
Location

Device Type

Device IP Address

3053

MyBrocade

RFC 3176

3799

b3b511a0-da3a-4ad7-8459-060ddfd50cbb

true

flip-port

3c955d9e-4cbf-4720-8791-d773cfabfbee

MyBrocade

Location#All Locations

Device Type#All Device Types

10.176.178.41

Ruckus ICX with Cisco ISE CWA Deployment Guide
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Sample CWA Flow

5. After the switch portis bounced, the PC is authorized by MAC authentication again and the PC session is moved to a new
VLAN.

The CLI output for the Ruckus ICX switch shows the device MAC address, VLAN assignment, and state.

7250-U26#show mac-auth session all

Port MAC IP(v4/v6) VLAN Auth ACL Session Age
Addr Addr State Time

1/1/47 5cf3.fc4d.cc02 N/A 103 Yes None 7 Ena

7250-U26#

FIGURE 16 Cisco ISE Output: Overview

Overview
Event 5200 Authentication succeeded
Username 5C:F3:FC:4D:CC:02
Endpoint Id 5C:F3:FC:4D:CC:02 &
Endpoint Profile Windows7-Workstation
Authentication Policy Default >> MAB >> Default
Authorization Policy Default >> Registered Guest
Authorization Result 2nd_Auth

Ruckus ICX with Cisco ISE CWA Deployment Guide
Part Number: 53-1005286-02 17



Sample CWA Flow

FIGURE 17 Cisco ISE Output: Authentication Details

s

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Username

User Type

Endpoint Id

Calling Station Id
Endpoint Profile
Authentication Identity Store
Identity Group
Authentication Method
Authentication Protocol
Service Type

Network Device
Device Type

Location

NAS IPv4 Address
NAS Port Id

NAS Port Type
Authorization Profile

Response Time

2019-05-21 11:40:37.761
2019-05-21 11:40:37 763
CISCO-ISE

5200 Authentication succeeded
SCIF3FCAD:CC:02
Host
SCIF3FCAD:CC:02
5C-F3-FC-4D-CC-02
Windows7-Workstation
Internal Endpoints
GuestEndpoints

mab

Lookup

Call Check

7250-U26

All Device Types

All Locations
10.176.178.41

11747

Ethernet

2nd_Auth

16
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FIGURE 18 Cisco ISE Output: Result

Sample Ruckus NAD Profile

Result

UserName
User-Hame

State

Class

Tunnel-Type
Tunnel-Medium-Type

Tunnel-Private-Group-10

cisco-av-pair

LicenseTypes

SC F3:FC4D:CC.02

SC-F3-FC-40-CC-02

ReauthSession:0al15f0300UzXEWEN PBevBhILE4arHyIH fungWRgZUb0Tp_GS0

CACS:0a15f0300UzfXEWDMN PBevBhILE4arHyH fungYRoZUb0Tp_GS0:CISCO-
ISE/2T8584505/374784

{tag=1) VLAN

{tag=1) 802

{tag=1) 103

urkredirect=https /CISCO-ISE englab brocade. com: 2443/ portal
Igateway?sessionid=0a15f0300U zfXEWbN PEevBhILE4arHy[H fungVRgZUb0Tp
_GS0&portal=194a5780-5e4e-11e4-b505-005056bf2 fla&action=cwad
token=266031460211a0bBa0608bB3c42 72021

Baze license consumed

6. The PCreceives a new IP address after the PC session is moved to a new VLAN. The PC user can now access the Internet.

Ethernet adapter Local Area Connection 3:

Connection-specific DNS Suffix . : brocade.com

Link-local IPv6 Address .

IPv4 Address.
Subnet Mask . .
Default Gateway .

: £fe80::212e:8966:85aa:b350%13
: 103.0.0.1
: 255.0.0.0
: 103.1.1.1

Sample Ruckus NAD Profile

The following figures show a sample Ruckus Network Access Device (NAD) profile.

Ruckus ICX with Cisco ISE CWA Deployment Guide
Part Number: 53-1005286-02



Sample Ruckus NAD Profile

FIGURE 19 Network Device Profile

Metwork Device Profile List > MyBrocade
Network Device Profile

* Name |MyBr0cade

Description | profie for My Brocade

Icon |_ Change icon... Set To Default

Vendor Brocade

Supported Protocols

RADIUS
TACACS+
TrustSec O

RADIUS Dictionaries Foundry

20
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Part Number: 53-1005286-02



FIGURE 20 Templates

Templates

Expand All f Collapse All

Authentication/ Authorization
Flow Type Conditions

= Wired MAB detected i the following condition(s) are met

[Radius:NAS-Poit-Type | = |Ethemet

|radius:Sarvice Type | = |call Check

"1 'Wireless MAB detected if the following condition(s) are met :

|Hecta1'rta‘n |=|

= Wired B02_1x detected if the following condition(s) are met :

|Radius:NAS-Port-Type | = |Ethemet

[Radius:Service Type | = [Framed

T1'Wireless 802 1x detected if the following condition{s) are met :

|select an item | =]

=4 Wired Web Authentication detected if the following condition(s) are met

[Radius:NAS-Port-Type | = |Ethemet

|radius:Service Type | = |Login

_Wireless Web Authentication detected if the following condition(s) are met :

|Hecta1'rta‘n |=|

Ruckus ICX with Cisco ISE CWA Deployment Guide
Part Number: 53-1005286-02
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Sample Ruckus NAD Profile

FIGURE 21 Attribute Aliasing

Attribute Aliasing

JssD | |
Host Lookup (MAB)

~ Process Host Lookup
=l Wia PAPIASCH
O Check Password
E4 Check Calling-Station-id equals MAC Address
I%ia CHAP
Check Password
Check Calling-Station-ld equals MAC Address
Cvia EAP-MDS
Check Password

Check Calling-Station-id eguals MAC Address

FIGURE 22 Permissions
Permisssions

=l Set VLAN

® [ETF 802.1X Attributes

O Unique Attributes ;1D |

J Name

1 Set ACL [Radius:Alter-ID I

22
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FIGURE 23 Change of Authorization

Change of Authorization (CoA)

CoAby [rapIUS

* Default CoAPort | 3799

* Default DTLS CoA Port I 2083

* Timeout Interval | 5

* Retry Count | 2

Send Message-Authenticator =
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Sample Ruckus NAD Profile

FIGURE 24 Disconnect
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FIGURE 25 Redirect
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Summary

This document shows the configurations and steps necessary to configure CWA on Cisco ISE and a Ruckus ICX switch. It also gives
the details of the CWA flow for better understanding and easy deployment of CWA in the existing network infrastructure.
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